DSP Toolkit Policy

Introduction

The Data Security and Protection Toolkit is the successor framework to the |G Toolkit. It is
an online self-assessment tool that allows Nics to measure its performance against the
National Data Guardian’s 10 data security standards by confirming assertions, and providing
supporting evidence.

All organisations that have access to NHS patient data and systems must use this toolkit to
provide assurance that they are practising good data security and that personal information
is handled correctly. The requirements of the Data Security and Protection Toolkit support
key requirements under the General Data Protection Regulation (GDPR).

10 Data Security Requirements

The 10 data security requirements have been recommended by Dame Fiona Caldicott, the
National Data Guardian for Health and Care. They are listed below:

1. All staff ensure that all personal confidential data is handled, stored and transmitted
securely. Personal confidential data is only shared for lawful and appropriate
purposes.

2. All staff understand their responsibilities under the National Data Guardian’s Data
Security Standards, including their personal accountability for deliberate or
avoidable breaches.

3. All staff complete appropriate annual data security training and pass a mandatory
test.

4. Personal confidential data is only accessible to staff who need it for their current
role. All access to personal confidential data on IT systems can be attributed to
individuals.

5. Processes are reviewed at least annually to identify and improve processes which
have caused breaches or near misses.
Cyber-attacks against services are identified and resisted and CareCERT security
advice is responded to. Action is taken immediately following a data breach or a near
miss.

6. A continuity planis in place to respond to threats to data security, including
significant data breaches or near misses, and it is tested once a year as a minimum.

7. No unsupported operating systems, software or internet browsers are used within
the IT estate.
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8. Astrategy is in place for protecting IT systems from cyber threats which is based on a
proven cyber security framework such as Cyber Essentials. This is reviewed at least
annually.

9. Suppliers are held accountable via contracts for protecting the personal confidential
data they process and meeting the National Data Guardian’s Data Security Standard.

Completing the Toolkit

Each year the practice should log in and update the toolkit. The latest version of the toolkit
needs to be completed by March 31st 2020

To publish an assessment via the DSP Toolkit:

a) Evidence MUST be provided against each mandatory evidence item

b) Every assertion which includes one or more mandatory evidence item MUST be
confirmed.
A published assessment meeting the above criteria constitutes “satisfactory compliance”

Purpose of the Toolkit

All organisations that have access to NHS patient information must provide assurances that
they are practising good information governance. The practice will use the Data Security and
Protection Toolkit to evidence this by completing an annual assessment.

It is also a contractual requirement in the NHS England standard conditions contract that
relevant providers undertake DSP Toolkit assessments on an annual basis: “The Provider
must complete and publish an annual information governance assessment and must
demonstrate satisfactory compliance as defined in the Information Governance Toolkit (or
any successor framework), as applicable to the Services and the Provider’s organisation

type.”
The Toolkit’s Standards

The Toolkit provides a mechanism for the practice to demonstrate that it can be trusted to
maintain the confidentiality and security of personal information. This in turn increases
public confidence that ‘the NHS’ and its partners can be trusted with personal data. This will
minimise the number of individuals who 'opt out' of the sharing of their personal
identifiable data.

The toolkit enables Nics to measure its compliance against the law and central guidance and
to see whether information is handled correctly and protected from unauthorised access,
loss, damage and destruction. Where partial or non-compliance is revealed, Nics will take
appropriate measures, (e.g. assign responsibility, put in place policies, procedures,
processes and guidance for staff), with the aim of making cultural changes and raising
information governance standards through year-on-year improvements.

By assessing itself against the standard, and implementing actions to address shortcomings
identified though use of the toolkit, the practice will be able to reduce the risk of a data
breach.
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Information Governance Statement of Compliance

The Information Governance Statement of Compliance (IGSoC) process is the procedure by
which organisations such as General Practices enter into an agreement with the NHS Digital
systems and services e.g. NHS e-Referral Service.

The IG SOC process sets out the terms and conditions of use, which include a range of
security related requirements, to preserve the integrity of those systems and services. An
annual DSP Toolkit assessment is one of these requirements.

Key Differences to the IG Toolkit

e The requirements of the DSP Toolkit are designed to encompass the 10 NDG Data
Standards.

e The requirements of the Data Security and Protection Toolkit support key
requirements under the General Data Protection Regulation (GDPR), identified in the
NHS GDPR Checklist.

e The IG Toolkit assessed performance against three levels 1, 2 and 3. Organisations
were required to evidence compliance with (at least) level 2 for all elements of their
assessment. The DSP Toolkit does not include levels, and instead requires
compliance with assertions and (mandatory) evidence items.

e The Assertions and Evidence items within the DSP Toolkit are designed to be concise
and unambiguous. Documentary evidence is only requested where this adds value.

Resources

DSP Toolkit (NHS Digital) https://www.dsptoolkit.nhs.uk/

DSP Toolkit — Help Area (NHS Digital) https://www.dsptoolkit.nhs.uk/Help
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