North West Surrey Integrated Care Service (NICS) Ltd.
THIRD PARTY CONFIDENTIALITY & DATA SECURITY AGREEMENT.

This agreement aims to ensure that any contractor or a third party fully understand
all their responsibilities with regard to confidential data, undertake Information
Governance training and sign a written statement of the responsibilities they are
undertaking towards the security of all data.

UsING NICS IT CLINICAL SYSTEM ON COMPUTER/MOBILE DEVICE

e Remote access to NICS systems should be previously authorised by George Roe (COO)

e The device should have a password-protected screen saver

e Consider the physical security of the PC — vulnerability to theft or unauthorised access. Computer
equipment should never be left unattended when logged in and switched on. Computer equipment
must be kept in a secure place when not in use.

e  Ensure that up-to-date virus protection is in place and updated regularly

e Care should be taken that confidential data cannot be overseen by unauthorised third parties
including other members of the family / visitors to the employee’s home

e Ensure that other modems are not attached to the computer/device, as this invalidates the
organisation’s “code of connection” and places the system at risk

e [tis prohibited to use the data for any purpose other than that authorised

e When an FCP employee ceases to run a clinic for NICS. NICS EMIS must be removed immediately from
the Computer and NICS Service Manager informed so the person is deactivated on the system.

e [tis permitted to receive and open files received in the normal course of business providing they have
been received and virus scanned through the standard virus software installed by the clinical system
supplier.

e [tis prohibited to download software, upgrades or add-ins from the internet to NICS EMIS System
without the written permission of the Chief Operating Officer.

e All sub-contractors must be aware of the provisions of the Data Protection Act 2018 and ISO 27002
and that any personal information obtained from NICS shall not be disclosed or used in any unlawful
manner.

e To treat as confidential all information which may be derived from or obtained in the course of the
contract, and take all necessary precautions to ensure that all such information is treated as
confidential.

e Inthe event that there is a problem accessing clinical data on NICS EMIS System, contact the IT
support desk on 01425 470888 for guidance( quote NICS) or EMIS Support on 0330 024 1270 ( Quote
136362).

e Caldicott Guardian / Data Controller for NICS is Dr Mohan Kanagandasaram. m.kanag@nhs.net

Mobile Computing

Laptops and portable devices are vulnerable as they are easier to pick up and remove and
therefore more desirable to the opportunist thief. It is also less likely, in some circumstances
that their loss will be noticed immediately.

e When the device is not in use, it should be stored in a secure location.

e  Where the device is shared, have a mechanism for recording who is responsible for it at any particular
time.

® Password protection.

IN TRANSIT

e Computers/ mobile devices should not be left unattended in cars. Where this is unavoidable, ensure
that the car is locked and the computer/mobile device is out of site in the boot or at least covered up
if there is not a boot.

e The user should take the device with them if leaving the vehicle for any length of time.
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USE IN A PUBLIC PLACE

e The device should remain with the user at all times
e Care should be taken when using the device that confidential data cannot be overlooked by members
of the public.

USE IN A PATIENT’S HOME

e The device should have a password protected screen saver
e The device should remain with the user at all times
e Care should be taken that confidential data cannot be seen by other members of the family / carers

USE ON OTHER PREMISES (E.G. OUTREACH CLINIC)

e  The device should remain with the userat all times

Signed by the Physiotherapist:

Signature:

Print Name:

Date:
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