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[bookmark: _Toc219815495]Privacy Policy for Service Users

[bookmark: _Toc219815496]Executive Summary
	It is the responsibility of all staff at NICS to ensure that patients understand what information is held about them and how this information may be used. Furthermore, NICS must adhere to the DPA18 and the GDPR to ensure compliance with extant legal rules and legislative acts.  The following policy explains why NICS is using patient data and what data is being used. 





[bookmark: _Toc219815497]1.0	Introduction
[bookmark: _Toc219815498]1.1 Policy Statement
 NHS Digital collects information with the purpose of improving health and care for everyone. The information collected is used to:[footnoteRef:1] [1:  NHS Digital – How we look after your health and care information] 

· Run the health service
· Manage epidemics
· Plan for the future
· Research health conditions, diseases and treatments

[bookmark: _Toc219815499]1.2 Principles
NHS Digital is a data controller and has a legal duty, in line with the General Data Protection Regulation (GDPR), to explain why it is using patient data and what data is being used. Similarly, NICS has a duty to advise patients of the purpose of personal data and the methods by which patient personal data will be processed.

[bookmark: _Toc219815500]1.2 Status
NICS aims to design and implement policies and procedures that meet the diverse needs of our service and workforce, ensuring that none are placed at a disadvantage over others, in accordance with the Equality Act 2010. Consideration has been given to the impact this policy might have in regard to the individual protected characteristics of those to whom it applies.
This document and any procedures contained within it are non-contractual and may be modified or withdrawn at any time. For the avoidance of doubt, it does not form part of your contract of employment.

[bookmark: _Toc219815501]2.0 	Definitions
	Term
	Definitions in this policy 

	Privacy notice
	A statement that discloses some or all of the ways in which NICS gathers, uses, discloses and manages a patient’s data. It fulfils a legal requirement to protect a patient’s privacy.

	[bookmark: _Toc514091052][bookmark: _Toc219815502]Data Protection Act 2018 (DPA18)[footnoteRef:2] [2:  Data Protection Act 2018] 


	The Data Protection Act (DPA18) will ensure continuity by putting in place the same data protection regime in UK law pre- and post-Brexit.

	Information Commissioner’s Office (ICO) [footnoteRef:3] [3:  ICO] 

	The UK’s independent authority set up to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals.


	General Data Protection Regulation (GDPR)
	The GDPR replaced the Data Protection Directive 95/46/EC and was designed to harmonise data privacy laws across Europe, to protect and empower all EU citizens’ data privacy and to reshape the way in which organisations across the region approach data privacy. The GPDR came into effect in May 2018.  


	[bookmark: _Toc514091055]Data controller

	The entity that determines the purposes, conditions and means of the processing of personal data


	[bookmark: _Toc514091056]Data subject

	A natural person whose personal data is processed by a controller or processor




[bookmark: _Toc219815503]3.0 	Scope
[bookmark: _Toc219815504]3.1 Who it applies to
This document applies to all employees, and directors of NICS. Other individuals performing functions in relation to NICS, such as agency workers, locums and contractors, are encouraged to use it.
[bookmark: _Toc495852832][bookmark: _Toc514091049][bookmark: _Toc219815505]3.2 Why and how it applies to them
Everyone should be aware of the practice privacy notice and be able to advise patients, their relatives and carers what information is collected, how that information may be used and with whom the practice will share that information.    
The first principle of data protection is that personal data must be processed fairly and lawfully. Being transparent and providing accessible information to patients about how their personal data is used is a key element of the General Data Protection Regulation. 

[bookmark: _Toc219815506]4.0 	Duties and Responsibilities
[bookmark: _Toc219815507]4.1 Data Protection Officer (DPO) – Richard Newell
DPO roles and responsibilities include tasks associated with data privacy, such as: tracking the lifecycle of personal data within an organisation and the risks associated with processing it, keeping up to date with changes to data protection laws and understanding how laws such as GDPR interface with other privacy laws by which the business is bound. Advising on and monitoring data protection impact assessments.  Monitoring compliance with GDPR and data protection laws, including staff training. 
The DPO also oversees the data privacy and data protection policies and monitors these to make sure NICS is following them through.  
[bookmark: _Toc219815508]4.2 Caldicott Guardian – Dr Mohan Kanagundasaram
A Caldicott Guardian is placed within a health organisation and is responsible for ensuring that all personal confidential data is handled legally, ethically and responsibly. Caldicott Guardians should provide leadership and guidance on all matters related to information sharing and confidentiality. 

[bookmark: _Toc219815509]4.3 Senior Information Risk Owner (SIRO) – George Roe
In Health and Social Care, SIROs have responsibility for understanding how the strategic business goals of the organisation may be impacted by any information risks, and for taking steps to mitigate them. 



[bookmark: _Toc219815510]5.0 	Compliance with regulations
[bookmark: _Toc514091058][bookmark: _Toc219815511]5.1 GDPR
In accordance with the GDPR, NICS will ensure that information provided to subjects about how their data is processed will be:
· Concise, transparent, intelligible and easily accessible
· Written in clear and plain language, particularly if addressed to a child
· Free of charge

[bookmark: _Toc514091059][bookmark: _Toc219815512]5.2 Article 5 compliance
In accordance with Article 5 of the GDPR, NICS will ensure that any personal data is: 
· Processed lawfully, fairly and in a transparent manner in relation to the data subject 
· Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes
· Adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed
· Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the purposes for which it is processed, is erased or rectified without delay 
· Kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed
· Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures
Article 5 also stipulates that the controller shall be responsible for, and be able to demonstrate compliance with, the above. 
[bookmark: _Toc514091060][bookmark: _Toc219815513]5.3 Communicating privacy information
At NICS our privacy notice is displayed on our website, through signage in the waiting rooms of the member practices and when offering operational support to GP practices in East and West Surrey under commission from the Sussex and Surrey Integrated Care Board.
 We will:
· Inform patients how their data will be used and for what purpose
· Allow patients to opt out of sharing their data, should they so wish

[bookmark: _Toc514091061][bookmark: _Toc219815514]5.4 What data will be collected?
At NICS the following data will be collected:
· Patient details (name, date of birth, NHS number)
· Address and NOK information
· Medical notes (paper and electronic) 
· Details of treatment and care, including medications
· Results of tests (pathology, X-ray, etc.)
· Any other pertinent information 
[bookmark: _Toc514091062][bookmark: _Toc219815515]5.5 National data opt-out programme
The national data opt-out programme affords patients the opportunity to make an informed choice about whether they wish their confidential patient information to be used just for their individual care and treatment or also used for research and planning purposes.[footnoteRef:4]  [4:  NHS Digital National data opt-out programme] 

Patients who wish to opt out of data collection will be able to set their national data opt-out choice online. An alternative provision will be made for those patients who are unable to do so or who do not want to use the online system.
Individuals who have opted out using the existing Type 2 opt-out will be automatically transferred to the new national data opt-out system and will be notified on an individual basis of the change.
Patients who have opted out cannot be seen in NICS Clinics.
NICS reviews all of our data processing on an annual basis to assess if the national data opt-out applies. This is recorded in our Record of Processing Activities. All new processing is assessed to see if the national data opt-out applies.

[bookmark: _Toc219815516]6.0 	Training Requirements
NICS will provide guidance and support to help those to whom it applies to understand their rights and responsibilities under this policy. Additional support will be provided to managers and supervisors to enable them to deal more effectively with matters arising from this policy.

[bookmark: _Toc219815517]7.0 	Monitoring Compliance
Quarterly report will be prepared for the Integrated Governance Committee. 

[bookmark: _Toc219815518]8.0 	References / Evidence Base
· How we look after your health and care information - NHS Digital
· Data Protection Act 2018
· ICO
· GDPR





[bookmark: _Toc219815519]Employee Privacy Policy

[bookmark: _Toc219737880][bookmark: _Toc219815520]Executive Summary
	
NICS collects and processes personal data relating to its employees to manage the employment relationship. NICS is committed to being transparent about how it collects and uses that data and to meeting its data protection obligations.




[bookmark: _Toc219737881][bookmark: _Toc219815521]1.0	Introduction
[bookmark: _Toc219737882][bookmark: _Toc219815522]1.1	Policy Statement
During the course of North West Surrey Integrated Services Limited (NICS) activities we will collect, store and process personal information about our prospective, current and former staff. For the purposes of this privacy notice, ‘staff’ includes applicants, employees, workers (including independent practitioners, bank, agency, casual and contracted staff), volunteers, trainees and those carrying out work experience. 
We recognise the need to treat staffs’ personal data in a fair and lawful manner. No personal information held by us will be processed unless the requirements for fair and lawful processing can be met. This privacy notice provides a summary of how we will ensure that we do that, by describing the: 
· Categories of personal data we may handle
· Person(s) it may be shared with and 
· Purpose(s) for which it is being processed. 
This notice also explains what rights you have to control how we use your information. Please read it carefully to understand what we do. 
This notice does not form part of any contract of employment or other contract to provide services. We may update this notice at any time but if we do so, we will provide you with a link to the updated copy of this notice as soon as reasonably practical.
It is important that you read and can easily access this notice, together with any other privacy notice we may provide on specific occasions when we are collecting or processing personal information about you, so that you are aware of how and why we are using such information and what your rights are under the data protection legislation.

[bookmark: _Toc219737883][bookmark: _Toc219815523]2.0 	Duties and Responsibilities
[bookmark: _Toc219737884][bookmark: _Toc219815524]2.1 Data Protection Officer (DPO) – Richard Newell
DPO roles and responsibilities include tasks associated with data privacy, such as: tracking the lifecycle of personal data within an organisation and the risks associated with processing it, keeping up to date with changes to data protection laws and understanding how laws such as GDPR interface with other privacy laws by which the business is bound. Advising on and monitoring data protection impact assessments.  Monitoring compliance with GDPR and data protection laws, including staff training. 
The DPO also oversees the data privacy and data protection policies and monitors these to make sure NICS is following them through.  

[bookmark: _Toc219737885][bookmark: _Toc219815525]2.2 Caldicott Guardian – Dr Mohan Kanagundasaram
A Caldicott Guardian is placed within a health organisation and is responsible for ensuring that all personal confidential data is handled legally, ethically and responsibly. Caldicott Guardians should provide leadership and guidance on all matters related to information sharing and confidentiality. 

[bookmark: _Toc219737886][bookmark: _Toc219815526]2.3 Senior Information Risk Owner (SIRO) – George Roe
In Health and Social Care, SIROs have responsibility for understanding how the strategic business goals of the organisation may be impacted by any information risks, and for taking steps to mitigate them.

[bookmark: _Toc219737887][bookmark: _Toc219815527]3.0 	What laws are relevant to the handling of personal information?
The law determines how organisations can use personal information. The key legislation governing the use of information is listed below: 
· Access to Health Records 1990 
· Computer Misuse Act 1998
· Data Protection Act 2018
· Freedom of Information (Scotland) Act 2002
· UK General Data Protection Regulation
· Human Rights Act 1998 and 
· Regulation of Investigatory Powers Act 2000 
NICS is the ‘Data Controller’ (the holder, user and processor) of staff information.

[bookmark: _Toc219737888][bookmark: _Toc219815528]4.0 	What types of personal information do we handle?
In order to carry out our activities and obligations, as an employer we handle data in relation to personal data disclosed and any other information necessary for our business purposes, which is provided in the course of an employee’s application for and during employment with us. This includes: 
· Absence information, e.g. annual leave, sickness absence, study leave, maternity leave, paternity leave 
· Bank account details, payroll records and tax status information 
· CCTV data 
· Compensation history 
· Copy of driving licence 
· Employment records (including job titles, work history, working hours, holidays, training records and professional memberships) 
· Gender 
· Information about your use of our information and communications systems 
· Leaving data and your reason for leaving
· Location of employment or workplace
· Marital status and dependants 
· Name, home address, telephone, personal email address, date of birth, employee identification number and marital status, and any other information necessary for our business purposes, which is voluntarily disclosed in the course of an employee's application for and employment with us
· National insurance number
· Next of kin and emergency contact information
· Occupational health clearance information
· Performance information 
· Photographs
· Qualification and training information;
· Recruitment information (including copies of right to work documentation, references and other information included in a CV or cover letter or as part of the application process)
· Results of HMRC employment status check, details of your interest in and connection with the intermediary through which your services are supplied
· Salary, annual eave, pension and benefits information
· Start date and, if different, the date of your continuous employment
· Statutory and voluntary registration data and
· Swipe access cards and other secure access technology (including finger-print recognition). We may also collect, store and use the following ‘special categories’ of more sensitive personal information which may include information about:
· Health, including any medical condition, health and sickness records, including: 	
· Details of any absences (other than holidays) from work including time on statutory parental leave and sick leave
· Where you leave employment and the reason for leaving is related to your health, information about that condition may be needed for pension purposes 
· Genetic information and biometric data (including for secure access technology) 
· Information about criminal convictions and offences
· Race or ethnicity, religious beliefs, sexual orientation and political opinions
· Trade union membership When you are no longer our employee, we may continue to share your information as described in this notice, so long as this is fair, lawful and transparent.

[bookmark: _Toc101451275][bookmark: _Toc219737889][bookmark: _Toc219815529]5.0	What is the purpose of processing data?
Your personal data is collected by NICS for the purposes of employee management. It will be captured and stored on an electronic system and will be used and shared by human resource (HR) professionals in NICS and where you are working in any capacity, if lawful and relevant, with relevant parties. 
We collect personal information about employees, workers and contractors through the application and recruitment process, either directly from candidates or sometimes from an employment agency. 
We may sometimes collect additional information from third parties including former employers. 
We will collect additional personal information in the course of job-related activities throughout the period of you working for us. 
Occupational health clearance information – referred to as the Occupational Health Passport – will be shared by NICS with occupational health professionals in the Board, and Boards where you have been offered employment. We will only use your personal information when the law allows us to. Most commonly we will use your personal information in the following circumstances to:
· Administer termination of employment and provide and maintain references; 
· Comply with applicable laws (e.g. health and safety), including judicial or administrative orders regarding individual employees (e.g., child support payments);
· Develop workforce and succession plans; 
· Evaluate applications for employment; 
· Maintain emergency contact and beneficiary details, which involves us holding information on those nominated by you; 
· Maintain sickness records, and occupational health programme; 
· Manage all aspects of your employment with us, including but not limited to, payroll, benefits, corporate travel and other reimbursable expenses, development and training, absence monitoring, performance appraisal, disciplinary and grievance processes, pensions administration, and other general administrative and human resource related processes;
· Share and match personal information for the national fraud initiative and
· Where it is necessary for our legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests.
We may also use your personal information in the following situations, which are likely to be rare: 
· where we need to protect your interests (or someone else’s interests) 
· where it is needed in the public interest or for official purposes 
We use information about you in order to perform our contract with you and to enable us to comply with our legal obligations.  In some cases we may use your personal information to pursue legitimate interests of our own or those of third parties, provided your interests and fundamental rights do not override those interests. 
The situations in which we will process your personal information are listed below. 
· Administering the contract we have entered into with you;
· Ascertaining your fitness to work; 
· Assessing qualifications for a particular job or task, including decisions about promotions;
· Conducting performance reviews, managing performance and determining performance requirements; 
· Determining the terms on which you work for us; 
· Education, training and development requirements; 
· Gathering evidence for possible grievance or disciplinary hearings; 
· Maintain sickness records and Occupational Health Programme; 
· Making a decision about your recruitment or appointment; 
· Making arrangements for the termination of our working relationship; 
· Making decisions about your continued employment or engagement; 
· Manage all aspects of your employment with us, including but not limited to, payroll, benefits, corporate travel and other reimbursable expenses, development and training, absence monitoring, performance appraisal, disciplinary and grievance processes, pensions administration, and other general administrative and human resource related processes; 
· Managing sickness absence; v Monitor your use of our information and communication systems to ensure compliance with our IT policies, including physical access rights. 
· Paying you and, if you are an employee or deemed employee for tax purposes, deducting tax and National Insurance contributions (NICs); 
· Checking you are legally entitled to work in the UK; 
· Comply with any Court Order which may be imposed. 
· Comply with current legislation e.g. ensure appropriate use of records, which is monitored 
· Complying with health and safety obligations;
· Dealing with legal disputes involving you, or other employees, workers and contractors, including accidents at work; 
· Enrolling you in a pension arrangement in accordance with our statutory automatic enrolment duties; 
· Equal opportunities monitoring;
· Maintain emergency contact details to comply with applicable laws (e.g. health and safety), including judicial or administrative orders regarding individual employees (e.g., child support payments);
· Business management and planning, including accounting and auditing; 
· Conduct data analytics studies to review and better understand employee retention and attrition rates; 
· Develop workforce and succession plans. 
· Ensure network and information security, including preventing unauthorised access to our computer and electronic communications systems and preventing malicious software distribution; 
· Evaluate applications for employment; 
· Liaising with the trustees or managers of a pension arrangement operated by the NHS, your pension provider and any other provider of employee benefits; 
· Provide and maintain references; 
· Share and match personal information for fraud prevention.
Some of the above grounds for processing will overlap and there may be several grounds which justify our use of your personal information. 
Any disclosures of personal data are always made on a case-by-case basis, using the personal data necessary for the specific purpose and circumstances and with the appropriate security controls in place. Information is only shared with those agencies and bodies who have a legal requirement or where you have consented to the disclosure of your personal data to your representative.
[bookmark: _Toc219737890][bookmark: _Toc219815530]4.1	Immunisation Data
In order for us to validate and ensure the safety of NICS staff, data held within the National Clinical Data Store will be made available to a restricted number of staff in our Business. The legal basis for this information sharing is UK GDPR Article 6(1)(e) Public Task and Article 9(2)(h) to provide health care and treatment. The information will be used solely for the purpose of planning and managing Immunisation Vaccinations among NICS staff and will be stored securely in line with our normal data processing. 

[bookmark: _Toc219737891][bookmark: _Toc219815531]4.2	If you fail to provide personal information
If you fail to provide certain information when requested, we may not be able to perform the contract we have entered into with you (such as paying you or providing a benefit), or we may be prevented from complying with our legal obligations (such as to ensure the health and safety of our workers).

[bookmark: _Toc219737892][bookmark: _Toc219815532]4.3	Change of purpose
We will only use your personal information for the purposes for which we collected it, unless we reasonably consider that we need to use it for another reason and that reason is compatible with the original purpose. If we need to use your personal information for an unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so.

[bookmark: _Toc219737893][bookmark: _Toc219815533]4.4	How we use particularly sensitive personal information
"Special categories" of particularly sensitive personal information require appropriate levels of protection. We need to have further justification for collecting, storing and using this type of personal information. We have in place an appropriate policy document and safeguards which we are required by law to maintain when processing such data. We may process special categories of personal information in the following circumstances:
1. In limited circumstances, with your explicit written consent. 
2. Where we need to carry out our legal obligations or exercise rights in connection with employment. 
3. Where it is needed in the public interest, such as for equal opportunities monitoring or in relation to an occupational pension scheme.
Less commonly, we may process this type of information where it is needed in relation to legal claims or where it is needed to protect your interests (or someone else's interests) and you are not capable of giving your consent, or where you have already made the information public. 

[bookmark: _Toc219737894][bookmark: _Toc219815534]4.5	Our obligations as an employer
· We may use your particularly sensitive personal information in the following ways:
· Information about your physical or mental health, or disability status, to ensure your health and safety in the workplace and to assess your fitness to work, to provide appropriate workplace adjustments, to monitor and manage sickness absence and to administer benefits including statutory maternity pay, statutory sick pay, pensions and permanent health insurance;
· Information about your race or national or ethnic origin, religious, philosophical or moral beliefs, or your sexual life or sexual orientation, to ensure meaningful equal opportunity monitoring and reporting; 
· Information relating to leaves of absence, which may include sickness absence or family related leaves, to comply with employment and other laws;
· If you apply for an ill-health pension under a pension arrangement operated by NICS, we will provide information about your physical or mental health to NHS Pension Provider in order for them to reach a decision about your entitlement; 
· We will use trade union membership information to pay trade union premiums, register the status of a protected employee and to comply with employment law obligations.

[bookmark: _Toc219737895][bookmark: _Toc219815535]4.6 	Do we need your consent?
We do not need your consent if we use special categories of your personal information to carry out our legal obligations or exercise specific rights in the field of employment law. In limited circumstances, we may approach you for your written consent to allow us to process certain particularly sensitive data. If we do so, we will provide you with full details of the information that we would like and the reason we need it, so that you can carefully consider whether you wish to consent. You should be aware that it is not a condition of your contract with us that you agree to any request for consent from us.

[bookmark: _Toc219737896][bookmark: _Toc219815536]4.7 	Information about criminal convictions
We may only use information relating to criminal convictions where the law allows us to do so. This will usually be where such processing is necessary to carry out our obligations and, provided we do, so in line with Board policies. 
Less commonly, we may use information relating to criminal convictions where it is necessary in relation to legal claims, where it is necessary to protect your interests (or someone else's interests) and you are not capable of giving your consent, or where you have already made the information public. 
We envisage that we will hold information about criminal convictions. We will only collect information about criminal convictions if it is appropriate given the nature of the role and where we are legally able to do so.
Where appropriate, we will collect information about criminal convictions as part of the recruitment process or we may be notified of such information directly by you in the course of you working for us. 
We will use information about criminal convictions and offences to assess your suitability for employment or to assess your suitability for continued employment. We are allowed to use your personal information in this way to carry out our obligations as an employer to ensure we comply with our legal obligations. 

[bookmark: _Toc219737897][bookmark: _Toc219815537]4.8	Background on sharing and our responsibilities 
Privacy laws do not generally require us to obtain your consent for the collection, use or disclosure of personal information for the purpose of establishing, managing or terminating your contract of employment. In addition, we may collect, use or disclose your personal information without your knowledge or consent where we are permitted or required by law or regulatory requirements to do so. 
Data Protection legislation (the UK GDPR and the Data Protection Act 2018) require personal data to be processed fairly, lawfully and in a transparent manner. In practice, this means that NICS must ensure personal data is:
· Collected for specified explicit and legitimate purposes; 
· Adequate relevant and limited to what is necessary; 
· Accurate and where necessary kept up to date; 
· Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which those data are processed; and 
· Processed in a manner that ensure appropriate security of the personal data.
NICS’s legal basis for collecting and using staff personal data and/or special category such as health information, is because it is necessary to do so when staff have an employment contract with the Organisation or are potentially entering into an employment contract. As such we believe our lawful basis is largely Article 6(1)(b) processing necessary for the performance of a contract; and for sensitive information Article 9(2)(b) processing necessary or the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment. This may also be:-
· for occupational health and safety reasons or the assessment of your working capacity; 
· for the establishment/exercise/defence of legal claims; 
· to prevent fraud;
· to protect your vital interests or those of another person where you/they are unable to give consent; 
· where the data has been made public by you. 

[bookmark: _Toc219737898][bookmark: _Toc219815538][bookmark: _Hlk95138349]4.9	Why might you share my personal information with third parties? 
We will share your personal information with third parties where required by law, where it is necessary to administer the working relationship with you or where we have another legitimate interest in doing so. In order to comply with our obligations as an employer we may need to share appropriate, relevant and proportionate personal information in compliance with the law, with the following: 
· Councils 
· Disclosure and Barring Services 
· HMRC 
· Other NHS Boards 
· Regulatory Bodies
· Government
· Trade Unions
We may also need to share your personal information to otherwise comply with the law.
We will also share personal data regarding your participation in any pension arrangement, such as the NHS pension scheme, with the trustees or scheme managers of that pension arrangement in connection with the administration of the arrangement.
Information about the rights of individuals under the Data Protection Legislation can be found within the NICS’ Confidentiality and Data Protection Policy.

[bookmark: _Toc219737899][bookmark: _Toc219815539]4.10	Security of your information
We take our duty to protect your personal information and confidentiality very seriously and we are committed to taking all reasonable measures to ensure the confidentiality and security of personal data for which we are responsible, whether computerised or on paper. 
NICS Board of Directors are responsible for the management of all information assets and any associated risks and incidents, and also for the management of patient information and patient confidentiality. We also have a Data Protection Officer who is responsible for the Boards data protection compliance. All staff are required to undertake regular information governance training and to be familiar with information governance policies and procedures.
Everyone working for the NICS is subject to the law of confidence. Information provided in confidence will only be used for the purposes advised and consented to by the service user, unless required or permitted by the law. 

[bookmark: _Toc219737900][bookmark: _Toc219815540]4.11 	How do we collect your information? 
Your information will be collected on the Bluestream system. The system manager is authorised for full access nationally, providing access and accounts for NICS Boards system administrators. NICS has a number of staff in this role – all within HR. 
We also collect information in a number of other ways, for example correspondence, forms, interview records, references and surveys. 

[bookmark: _Toc219737901][bookmark: _Toc219815541]4.12	Retaining information 
We only keep your information for as long as it is necessary to fulfil the purposes for which the personal information was collected. This includes for the purpose of meeting any legal, accounting or other reporting requirements or obligations. We may, instead of destroying or erasing your personal information, make it anonymous so that it cannot be associated with or tracked back to you. 

[bookmark: _Toc219737902][bookmark: _Toc219815542]4.13	Your rights 
This section contains a description of your data protection rights within NICS as an employee. 

[bookmark: _Toc219737903][bookmark: _Toc219815543]4.14	The right to be informed 
NICS must explain how we use your personal information. We use a number of ways to communicate how personal information is used, including: 
· This Data Protection Notice 
· Contract of Employment 

[bookmark: _Toc219737904][bookmark: _Toc219815544]4.15	How can you get access to your personal data?
You have the right to access the information which NICS holds about you, and why, subject to any exemptions. Requests can be made in a number of ways, including in writing or verbally. You will need to provide: 
· Adequate information [for example full name, address, date of birth, staff number, etc.] so that your identity can be verified and your personal data located.
· An indication of what information you are requesting to enable us to locate this in an efficient manner. 
· We may ask you to complete an application form to collect the data we need, although you are not obliged to do so. 
You should direct your request to the Data Protection Officer.
We aim to comply with requests for access to personal data as quickly as possible. We will ensure that we deal with requests within 30 days of receipt unless there is a reason for delay that is justifiable.

[bookmark: _Toc219737905][bookmark: _Toc219815545]4.16	What if the data you hold about me is incorrect?
It is important that the information which we hold about you is up to date. Staff can amend some elements of personal information as required via the Bluestream system. If any other changes not accessible via this route are required then it is important that you let us know by contacting your manager or by contacting the HR Department. 
If the personal information we hold about you is inaccurate or incomplete you have the right to have this corrected. If it is agreed that your personal information is inaccurate or incomplete we will aim to amend your records accordingly, normally within one month, or within two months where the request is complex. However, we will contact you as quickly as possible to explain this further if the need to extend our timescales applies to your request. 
Unless there is a risk to patient or staff safety, we can restrict access to your records to ensure that the inaccurate or incomplete information is not used until amended. If for any reason we have shared your information with anyone else, we will notify them of the changes required so that we can ensure their records are accurate.
If on consideration of your request NICS does not consider the personal information to be inaccurate then we will add a comment to your record stating your concerns about the information. If this is the case, we will contact you within one month to explain our reasons for this. 
If you are unhappy about how NICS has responded to your request for rectification we will provide you with information on how you can complain to the Information Commissioner’s Office.

[bookmark: _Toc219737906][bookmark: _Toc219815546]4.17	The Right to Object
When NICS is processing your personal information for the purpose of the contract of employment or performance of a task carried out in the public interest or in the exercise of official authority you have the right to object to the processing and also seek that further processing of your personal information is restricted. Provided NICS can demonstrate compelling legitimate grounds for processing your personal information or for evidence to support legal claims, your right will not be upheld. 

[bookmark: _Toc219737907][bookmark: _Toc219815547]4.18	The right to erasure 
The right to erasure is also known as “the right to be forgotten” and in general refers to an individual’s right to request the deletion or removal of personal information where there is no compelling reason for NICS to continue using it. As with other rights, there are particular conditions around this right and it does not provide individuals with an absolute right to be forgotten.
Individuals have the right to have their personal information deleted or removed in the following circumstances: 
· If there is a legal obligation to erase your personal information, for example by court order;
· If we have used your personal information unlawfully; 
· When it is no longer necessary for the purpose for which it was collected; 
· When NICS no longer have a legal basis for using your personal information, for example if you gave us consent to use your personal information in a specific way, and you withdraw your consent, we would need to stop using your information and erase it unless we had an overriding reason to continue to use it; 
· When you object to NICS using your personal information and there is no overriding legitimate interest for us to continue using it. 
NICS can refuse to deal with your request for erasure when we use your personal information for the following reasons: 
· Archiving purposes in the public interest;
· Public health purposes in the public interest; 
· The exercise or defence of legal claims; 
· To comply with a legal obligation for the performance of a public interest task or exercise of official authority. 
When using personal information our legal basis is usually that its use is necessary for the performance of your contract of employment or a task carried out in the public interest or in the exercise of official authority. This means that in most circumstances we can refuse requests for erasure. However we will advise you of this as soon as possible following receipt of your request.

[bookmark: _Toc219737908][bookmark: _Toc219815548]4.19	The right to restrict processing
You have the right to control how we use your personal information in some circumstances. This is known as the right to restriction. 
When processing is restricted, NICS are permitted to store your personal information, but not further use it until an agreement is reached with you about further processing. 
We can retain enough information about you to ensure that your request for restriction is respected in the future. Examples of ways you can restrict our processing would be: 
· If our use of your personal information is found to be unlawful and you ask for restriction instead of full erasure we will restrict our processing; 
· If we no longer need your personal information but you need it to establish, exercise or defend a legal claim, we will restrict our processing; 
· If you challenge the accuracy of your personal information, we will stop using it until we check its accuracy; 
· If you object to processing which is necessary for the performance of our tasks in the public interest or for the purpose of legitimate interests, we will restrict our processing while we consider whether our legitimate grounds override your individual interests, rights and freedoms 
If we have shared your personal information with any individuals or organisations, if we restrict our processing, we will tell those individuals or organisations about our restriction if it is possible and not an unreasonable amount of effort. Whenever we decide to lift a restriction on processing we will tell you. 

[bookmark: _Toc219737909][bookmark: _Toc219815549]4.20	The right to data portability 
The right to data portability allows individuals to obtain and re-use their personal information for their own purposes across different services.
It allows them to move, copy or transfer personal information easily from one IT environment to another in a safe and secure way. For example, it enables consumers to take advantage of applications and services which can use their information to find them a better deal. 
The right to data portability only applies when the individual has submitted their personal information directly, through electronic means to NICS This means that in most circumstances the right to data portability does not apply within NICS. 

[bookmark: _Toc219737910][bookmark: _Toc219815550]4.21	Rights related to automated decision making and profiling 
You have the right to object to any instances where a decision is made about you solely by automated means without any human involvement, including profiling.
NICS does not undertake any decision-making about you using wholly automated means. 

[bookmark: _Toc219737911][bookmark: _Toc219815551]4.22	Your duty to inform us of changes
It is important that the personal information we hold about you is accurate and current. Please keep us informed if your personal information changes during your working relationship with us. 

[bookmark: _Toc219737912][bookmark: _Toc219815552]4.23	Changes to this privacy notice 
We reserve the right to update this privacy notice at any time, and we will provide you with a new privacy notice when we make any substantial updates. We may also notify you in other ways from time to time about the processing of your personal information. 

[bookmark: _Toc219737913][bookmark: _Toc219815553]4.24	Freedom of Information 
The Freedom of information Act 2000 provides any person with the right to obtain information held by NICS subject to a number of exemptions - personal data is normally exempt. 
If you would like to request information from us, please send your request to the Head of HR. Any request to access personal data we hold about you will be handled under the Data Protection Act 2018 and UK GDPR

[bookmark: _Toc219737914][bookmark: _Toc219815554]4.25	Complaints about how we process your personal information
In the first instance, you should contact the Data Protection Officer.  Information about the rights of individuals under the Data Protection Act can be found online.



[bookmark: _Toc219815555]APPENDIX 1: Equality Impact Assessment
The purpose of the Equality Analysis is to ensure that NICS does not unwittingly discriminate against any groups recognised under the Equality Act 2010.  These are:  Age, Disability, Gender reassignment, Sexual Orientation, Race, Religion or Belief, Sex, Sexual orientation, Marriage & Civil partnership, Pregnancy and Maternity.  
		 
 
 
	 
 
	Yes/
	Comments

	
	
	No/
	

	
	
	N/A
	

	1
	Does the document/guidance affect one group less or more favourably than another on the basis of:
	
	

	
	Age
	No
	

	
	Race/Ethnic origins (including Gypsy, Roma and Traveller)
	No
	

	
	  Sex (man or woman)
	No
	

	
	Gender Reassignment
	No
	

	
	Pregnancy/Maternity
	No
	

	
	Religion or belief
	No
	

	
	Sexual orientation including lesbian, gay and bisexual people
	No
	

	
	Marriage/Civil Partnership
	No
	

	
	Disability - learning disabilities, physical disability, sensory impairment and mental health problems
	No
	

	
	Carers
	No
	

	2
	Is there any evidence that some groups are affected differently?
	No
	

	3
	If you have identified potential discrimination, are there any exceptions valid, legal and/or justifiable?
	No
	

	4
	Is the impact of the document/guidance likely to be negative?
	No
	

	5
	If so, can the impact be avoided?
	N/A
	

	6
	What alternative is there to achieving the document/guidance without the impact?
	N/A
	

	7
	Can we reduce the impact by taking different action?
	N/A
	

	
	For advice in respect of answering the above questions or if a potential discriminatory impact has been identified, please contact Equality and Diversity Lead.
	
	

	Names and Organisation of Individuals who carried out the Assessment: Please give contact details
	Date of the Assessment

	Name & Job title
	 

	
	



	
	



[bookmark: _Toc219815556]APPENDIX 2: NICS Privacy Notice (For Service Users)

NICS Privacy Notice 
For the patients of the 37 member practices in North West Surrey

Who We Are And What We Do
North West Surrey Integrated Care Services (NICS) is the GP Federation for practices in North West Surrey. While primarily serving North West Surrey, NICS provides medical services and operational support to GP practices in East and West Surrey under commission from the Sussex and Surrey Integrated Care Board
Services NICS provides include the locally commissioned services and the integrated access (extended access service). For further information please refer to the ‘services’ page on our Website: Our Services | (nicsfed.co.uk)
If you have been asked by your practice if you would like an appointment via a NICS service and you have agreed, then your details will have been forwarded to NICS. 
NICS is committed to protecting your privacy and ensuring that the personal information we hold about you is used lawfully, fairly and transparently. This Privacy Notice explains what information we collect, how we use it, who we share it with, and your rights under the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 (DPA18), and the Data Use and Access Act 2025 (DUAA 2025).

What Information Do We Collect About You? 

NICS professionals who provide you with medical care maintain records about your health and about any treatment or care you have or have received previously.   These records help to provide you with the best possible healthcare.  
The information we hold is on secure, NHS-approved systems and part of your records. NICS maintain records about your health and the treatment you receive in electronic format on our EMIS System. 
The information about you that we collect and use to provide healthcare and related services may include:
· Personal details such as your name, date of birth, address, NHS number, and contact details
· Medical information such as your medical history, test results, diagnoses, treatment plans, and prescribed medications
· Details about your appointments, referrals, and correspondence with healthcare professionals
· Information from other health and care providers involved in your care
· Next of kin or emergency contact information

 
[bookmark: _Toc219815557]How We Will Use Your Information 
Your data is collected for the purpose of providing direct patient care and we will use your information to; 
· Provide you with safe and effective healthcare services
· Support your GP practice in delivering extended access appointments
· Manage our clinics, services, and quality of care
· Respond to incidents, complaints, or feedback
· Comply with legal and regulatory requirements 
In addition to the above we can disclose this information if it is required by law, if you give consent or if it is justified in the public interest. NICS may be requested to support research; however, we will always gain your consent before sharing your information with medical research databases or others when the law allows.  
In order to comply with its legal obligations, NICS may send data to NHS Digital when directed by the Secretary of State for Health under the Health and Social Care Act 2012. Additionally, NICS contributes to national clinical audits and will send the data that is required by NHS Digital when the law allows. This may include demographic data, such as date of birth, and information about your health which is recorded in coded form; for example, the clinical code for diabetes or high blood pressure. 
We process your personal data under Articles 6(1)(e) (public task) and 9(2)(h) (health and social care) of the UK GDPR.

Our Commitment To Data Privacy And Confidentiality
We are committed to protecting your privacy and will only process data in accordance with the Data Protection Legislation.  This includes the UK General Data Protection Regulation (UK-GDPR), the Data Protection Act (DPA) 2018, the Data Use and Access Act 2025 (DUAA 2025) and any applicable national Laws, implementing them as amended from time to time.  The legislation requires us to process personal data only if there is a legitimate basis for doing so and that any processing must be fair and lawful.
In addition, consideration will also be given to all applicable Law concerning privacy, confidentiality, the processing and sharing of personal data including the Human Rights Act 1998, the Health and Social Care Act 2012 as amended by the Health and Social Care (Safety and Quality) Act 2015, the common law duty of confidentiality and the Privacy and Electronic Communications (EC Directive) Regulations. 

[bookmark: _Toc219815558]Your Personal Data Rights And Accessing Your Records 
We adhere to the UK General Data Protection Regulation (UK-GDPR), the Data Use and Access Act 2025 (DUAA), the NHS Codes of Confidentiality and Security, as well as guidance issued by the Information Commissioner’s Office (ICO). 
You have rights over your personal data, including the right to:
· Access the information we hold about you (Subject Access Request)
· Ask us to correct inaccurate or incomplete data
· Request deletion or restriction of your data (in certain cases)
· Object to how we use your data
· Withdraw your consent (if processing is based on consent)
· Complain to the Information Commissioner’s Office (ICO) 
· ICO website: www.ico.org.uk | Telephone: 0303 123 1113
If you would like to access information NICS hold about you then you will need to complete a Subject Access Request (SAR). Please send an email to nics.feedback@nhs.net to request a SAR form and you will be given further information. Furthermore, should you identify any inaccuracies, you have a right to have the inaccurate data corrected. 
[bookmark: _Toc219815559]Surrey Care Record
The Surrey Care Record is an Electronic Health Record (EHR) linking system that brings together patient/clients’ information across health and care systems in a secure manner, giving a summary of your information which is held within a number of local records.  For more information see: https://www.thamesvalleysurreycarerecords.net/ 
You have the right to object to information being shared for your own care. Please speak to the practice if you wish to object. You also have the right to have any mistakes or errors corrected. 
[bookmark: _Toc219815560]Opt-Outs 
You have a right to object to your information being shared. Should you wish to opt out of data collection, please contact a member of staff at your own GP surgery who will be able to explain how you can opt out and prevent the sharing of your information; this is done by registering to opt out online (national data opt-out programme) or if you are unable to do so or do not wish to do so online, by speaking to a member of staff. 
If you opt out you cannot be seen in any of the NICS clinics.

[bookmark: _Toc219815561]Complaints 
In the unlikely event that you are unhappy with any element of our data-processing methods, you have the right to lodge a complaint with NICS or the ICO.
To complain directly to NICS please complete an online form via our website: https://www.nicsfed.co.uk, email us at nics.feedback@nhs.net, or write to our postal address: Dr C Baker, C/O NICS, Hythe Medical Centre, Rochester Road, Staines- Upon-Thames, England, TW18 3HN. 
If you wish to contact the ICO directly, please visit www.ico.org.uk and select “Raising a concern”.  
[bookmark: _Toc219815562]What To Do If You Have Any Questions 
The Data Protection Officer (DPO) for NICS is Richard Newell.
This Privacy Notice is also available on our website - www.nicsfed.co.uk 
Should you have any questions about our Privacy Notice or the information we hold about you, contact the NICS Quality and Governance team email at nics.feedback@nhs.net

[bookmark: _Toc219815563]APPENDIX 3: Staff Privacy Notice

Employee Privacy Notice
[bookmark: _Toc189665392][bookmark: _Toc219815564]Executive Summary
	NICS collects and processes personal data relating to its employees to manage the employment relationship. NICS is committed to being transparent about how it collects and uses that data and to meeting its data protection obligations.




1.0 [bookmark: _Toc189665393][bookmark: _Toc219815565]What information does NICS collect?
NICS collects and processes a range of information about you. This includes: your name, address and contact details, including email address and telephone number, date of birth and gender;
· the terms and conditions of your employment;
· details of your qualifications, skills, experience and employment history, including start and end dates, with previous employers and with NICS;
· information about your remuneration, including entitlement to benefits such as pensions or insurance cover;
· details of your bank account and national insurance number;
· information about your marital status, next of kin, dependants and emergency contacts;
· information about your nationality and entitlement to work in the UK;
· information about your criminal record;
· details of your schedule (days of work and working hours) and attendance at work;
· details of periods of leave taken by you, including holiday, sickness absence, family leave and sabbaticals, and the reasons for the leave;
· details of any disciplinary or grievance procedures in which you have been involved, including any warnings issued to you and related correspondence;
· assessments of your performance, including appraisals, performance reviews and ratings, training you have participated in, performance improvement plans and related correspondence;
· information about medical or health conditions, including whether or not you have a disability for which NICS needs to make reasonable adjustments;
· details of trade union membership; and
· equal opportunities monitoring information, including information about your ethnic origin, sexual orientation, health and religion or belief.
NICS collects this information in a variety of ways, such as:
· Application forms:
· CVs or resumes;
· Copies of your passport other identity documents;
· Information collected through interviews or other forms of assessment;
· Forms completed by you at the start of or during employment;
· From correspondence with you; 
· Through meetings or other assessments.
NICS will also collect personal data about you from third parties, such as: 
· References supplied by former employers;
· Information from employment background check providers and information from criminal records checks;
· NICS may seek information from third parties only once a job offer to you has been made and will inform you that it is doing so.
Data will be stored in a range of different places, including:
· Your application record;
· IT systems (including email).

2.0 [bookmark: _Toc189665394][bookmark: _Toc219815566]Why does NICS process personal data?
NICS needs to process data to enter into an employment contract with you and to meet its obligations under your employment contract. It needs to process your data to provide you with an employment contract, to pay you in accordance with your employment contract and to administer benefit, pension and insurance entitlements.
In some cases, NICS needs to process data to ensure that it is complying with its legal obligations. For example, it is required to check an employee's entitlement to work in the UK, to deduct tax, to comply with health and safety laws and to enable employees to take periods of leave to which they are entitled. It is necessary to carry out criminal records checks to ensure that individuals are permitted to undertake the role in question.
In other cases, NICS has a legitimate interest in processing personal data before, during and after the end of the employment relationship. Processing employee data allows NICS to:
· maintain accurate and up-to-date employment records and contact details (including details of who to contact in the event of an emergency), and records of employee contractual and statutory rights;
· operate and keep a record of disciplinary and grievance processes, to ensure acceptable conduct within the workplace;
· operate and keep a record of employee performance and related processes, to plan for career development, and for succession planning and workforce management purposes;
· operate and keep a record of absence and absence management procedures, to allow effective workforce management and ensure that employees are receiving the pay or other benefits to which they are entitled;
· obtain occupational health advice, to ensure that it complies with duties in relation to individuals with disabilities, meet its obligations under health and safety law, and ensure that employees are receiving the pay or other benefits to which they are entitled;
· operate and keep a record of other types of leave (including maternity, paternity, adoption, parental and shared parental leave), to allow effective workforce management, to ensure that NICS complies with duties in relation to leave entitlement, and to ensure that employees are receiving the pay or other benefits to which they are entitled;
· ensure effective general HR and business administration;
· provide references on request for current or former employees;
· respond to and defend against legal claims; and
· Maintain and promote equality in the workplace.
Where NICS relies on legitimate interests as a reason for processing data, it has considered whether or not those interests are overridden by the rights and freedoms of employees or workers and has concluded that they are not.
Some special categories of personal data, such as information about health or medical conditions, is processed to carry out employment law obligations (such as those in relation to employees with disabilities and for health and safety purposes).  Where NICS processes other special categories of personal data, such as information about ethnic origin, sexual orientation, health or religion or belief, this is done for the purposes of equal opportunities monitoring.
3.0 [bookmark: _Toc189665395][bookmark: _Toc219815567]Who has access to data?
Your information will be shared internally.  This includes:
· Your manager/supervisor
· Payroll
· IT staff 
NICS shares your data with third parties in order to obtain pre-employment references from other employers, obtain employment background checks from third-party providers and obtain necessary criminal records checks from the Disclosure and Barring Service. 
NICS is obliged to seek information about criminal convictions and offences in line with NHS Employers guidelines on criminal records checks, which you can read at:  http://www.nhsemployers.org/your-workforce/recruit/employment-checks/criminal-record-check
NICS may also share your data with third parties in the context of a sale of some or all of its business. In those circumstances the data will be subject to confidentiality arrangements.
NICS also shares your data with third parties that process data on its behalf, in connection with payroll, the provision of benefits and the provision of occupational health services. 
NICS will not transfer your data to countries outside the European Economic Area.

4.0 [bookmark: _Toc189665396][bookmark: _Toc219815568]How does NICS protect data?
NICS takes the security of your data seriously. Internal policies and controls are in place to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not accessed except by our employees in the proper performance of their duties. 
Where NICS engages third parties to process personal data on its behalf, they do so on the basis of written instructions, are under a duty of confidentiality and are obliged to implement appropriate technical and practice measures to ensure the security of data.

5.0 [bookmark: _Toc189665397][bookmark: _Toc219815569]For how long does NICS keep data?
NICS will hold your personal data for the duration of your employment. The periods for which your data is held after the end of employment are 6 years.

6.0 [bookmark: _Toc189665398][bookmark: _Toc219815570]Your rights
As a data subject, you have a number of rights. You can:
· access and obtain a copy of your data on request;
· require NICS to change incorrect or incomplete data;
· require NICS to delete or stop processing your data, for example where the data is no longer necessary for the purposes of processing;
· object to the processing of your data where NICS is relying on its legitimate interests as the legal ground for processing; and
· ask NICS to stop processing data for a period if data is inaccurate or there is a dispute about whether or not your interests override NICS legitimate grounds for processing data.
[If you would like to exercise any of these rights, please contact Claire Laing.  
If you believe that NICS has not complied with your data protection rights, you can complain to the Information Commissioner.

7.0 [bookmark: _Toc189665399][bookmark: _Toc219815571]What if you do not provide personal data?
You have some obligations under your employment contract to provide NICS with data. In particular, you are required to report absences from work and may be required to provide information about disciplinary or other matters under the implied duty of good faith. You may also have to provide NICS with data in order to exercise your statutory rights, such as in relation to statutory leave entitlements. Failing to provide the data may mean that you are unable to exercise your statutory rights.
Certain information, such as contact details, your right to work in the UK and payment details, have to be provided to enable NICS to enter a contract of employment with you. If you do not provide other information, this will hinder NICS ability to administer the rights and obligations arising as a result of the employment relationship efficiently.

	Page 1 of 17
image1.png
o @
AT
7TV
-‘..u‘.."




image2.png




